Microsoft Volume Licensing

Amendment to Contract Documents

Enterprise Agreement
Amendment |ID CTM

Agreement Number

This amendment ("Amendment’) is entered into between the parties identified on the attached program
signature form. It amends the Enrcliment or Agreement identified above. All ferms used but not defined
in this Amendment wilf have the same meanings provided in that Enrollment or Agreement.

The Enterprise Agreement is hersby amended by replacing Appam!ix A to the Enterprise
Agreement {EA) in its entirety with the following:

DEPARTMENT OF NAVY MASTER LICENSE AGREEMEN
PRODUCTS AND ONLINE SERV!CE.S

Acgulsition Regulation Supplement (DFARS) Seclion 208'7

1. Enterprise Language.

The pariies agree that any entity that falls under the Ofﬂces aof the Secrelary of the Navy, Chief of
aval.Operations; Headquaﬂars Marine Corps. the enlire operaiing forces, inchuding nava! aviation,

aclivities, headquarters, forces, bases installations, activities and funclions under-the controE or

’.:::::::=5uperuisiun of the Secrefary of the Navy, and the US Coast Guard when it is aperaiing as a service
in the Navy may license Products under this Agreement by executing an Order under the applicable
BPA. The terms and conditions of this Agreement become part of the purchase decument withaut
further rieed for execution. All parties agree that this MLA supersedes and take precedence over the
terms included in any attachment or Order except as otherwise agreed to by Microsoft and Enrclled
Adfiliate placing the Order. Unless expressiy stated olherwise, in the case of a conflict between any
of these documents that is not resolved expressly'in the documents, their terms wilt control in the
following order. (1) the GSA Schedule conlract {except for any Microsoft End User License
Agreement included or otherwise incorporated into the Government Partner's GSA Schedule
contract, in which case, the terms of this MLA shall controf); (2) This MLA; (3) DON ESL BRPA (4)
Orders; (5) Microsoft Product Terms; and (6) Microsoft Online Services Terms.

2. Definitions.

In this agreement, the following definitions apply:

“Additional Product” means any Product identified as such in the Product List and chosen for Enrolled
Affiliate under the applicable Ensoliment and identified on your Order.
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“Affiliate” means any entity authorized to buy Products off of the BPA.

“Azure Governmant Services” means one or more of the services or features Microsoft makes
available to Enrolled Afflliate under this Enroliment and identified at bitp://azure.microsoft.com/en-
us/regionsfiservices, which are Government Community Cloud Services.

*Click-to-Run" is 2 Microsoft streaming and virualization technology that can be used to install and
update Office products.

“Community” means the community consisting of one or more of the following: {1) a Government, (2)
an Enrolied Affiliate using eligible Government Community Cloud Services to provide solutions to a
Goverament or a gualified member of the Community, or {3) an Enrolied Affiliate with Customer Data
fhat is subject o Government regulations for which the Enrolled Afilliate determines and Microsoft
agrees that the use of Government Community Cloud Services is appro_priate to meet the Enrolied
Affiliate’s regulatory requirements. Membership in the Community is ultimately at Microsoft's
discretion, which may vary by Government Community Cloud Service and is based, in part, on the
SRG requirements for each such service,

“Compliance Trust Center Page™ means the compliance page of the Micrasoft Trust Center, published
by Microsoft at hitps:/iwww.microsofl.com/en-us/TrustCenter/Compliance/default.aspx or a slccessor
site Microsoft later identifies.

“Customer Data" means ali data, including all text, sound, software, or image files that are provided to
Microsnft by, or on behalf of, Enrolled Affiliate through its use of the Online Services.

“Day” means a calendar day, except references that specrfy "busrness dayj for any reference in this
agreement or an Enrollment. ;

“Defense Arficle” has the meanlng providedin 22 C.F.R. § 120
“Defense Service” has the mean g provided in 22 C FR. § 120

‘End User” means eny :
otherwise use the Onllne;Servlces or any user.ofa Customer Solutron ‘With, respect 1o ITA
Covered Serwces End Userr means an Jndwldual that accesses the ITAR Covered Servlces

“Enrotimant" means the decument thal Govemment Partner s
Enrolled Affiliate.

“Enrolled Affiliate” or “you” means any entity under a pecll' c enrollment or entlty author{zed by the

Dob that enters into a Government Conltract for Products with Government Partner.
‘Enterprise” means Enrolled Affiliate and the Affillates listed on an Enrollment
‘Enterprise Product” means any Deskiop Platform Product that Microsoft designates as an Enterprise

" Productin ‘the Product Terms for which Government Partner chooses to ‘order License(s) under an
‘Enroliment for Enrolled Afiillate. Enterprise Products must be licensed for all Qualified Devices or -

“Qualified Users.

*Federal Agency” means a bureau, office, agency, department or other entily of the United States
Government.

“Fixes™ means Product fixes, modificalions or enhancements or MicrosoRt derivatives that Microsoft
releases generally (such as Product service packs), or provides to Enrolled Affiliate to address a
specific issue.

"Government” means a Federal Agency, Staie/Lacal Entity, or Tribal Entity acting in-its govemmentat
capacity.

‘Government Communily Cloud Services” means Microsoft Online Services that are provisioned in
Microsoft's multi-tenant data centers for exclusive use by or for the Community and offered in
accordance with the National institute of Standards and Technolegy (NIST) Special Publication 800-
145, Microsoft Online Services that are Government Community Cloud Services are designated as
such in the Use Rights and Product Terms.

*Government Contract” means an Order issued against the Government Pariner's BPA.

“Government Partner” or “DoD ES| Reselier” means the entity from whom you place your order for
Products under the Government Contract,
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*Industry Device” (also known as line of business device) means any device that: (1) is not useable in
its deployed conflguration as a general purpose personal computing device (such as a personal
compuier}, a multi-function server, or a commerclally viable substitute for one of these systems; and
(2) only employs an industry or task-specific software program {e.g. a computer-aided design program
used by an architect or a point of sale program) (*Industry Program”). The device may include
features and functions derived from Microsoft software or third-parly software. If the device performs
desktap functions (such as email, word processing, spreadsheets, database, network or Internet
browsing, or scheduling, or personal finance), then the desktep functions: (1) may only be used for
the purpose of supporting the Industry Program functionality; and (2) must be technically integrated
with the Industry Program or employ technically enforced policies or architecture to operate only when
used with the Industry Program functionality.

“Inteftigence Community” is any of the intelligence community {IC) erganizations which as the date of
this Agreement are: (1) Office of the Director of Nationat Intelligence (ODNI), (2) Centrai Intelligence
Agency (ClA), (3) Defense Intelligence Agency (DIA), (4) National Security Agency (NSA), (5)
Nalional Geospatial- Intelligence Agency (NGA), (6) National Reconnaissance Office (NRO), (7) U.S.
Air Ferce Intelligence, Surveillance, and Reconnaissance {USAF ISR}, (8) U.S. Army Intelligence (G-
2), (9) Office of Naval Intelligence (ONI), {10) Marine Corp intelligence Activity (MCIA), (11)
Department of Energy's Office of intelligence and Counter-intelligence, {12) Department of Homeland
Security's Office of Intelligence and Analysis, {(13) U.S. Goast Guard Intelligence, {14} Department of
Justice's Federal Bureau of investigation, (15) Drug Enforcement Agency’s Office of Nalional Securily
Intelligence, (16} Department of State's Bureau of Inteliigence and Research, and (17) Departmant of
the Treasury's Office of Inteligence and Analysis.

“ITAR" means the International Traffic in Arms Regulations, found at 22 C F R:8§ 120 130.

"ITAR-controlled data” means Customer Data that is fegulated by the ITAR
Defense Services, :

*ITAR Covered Servlces

“License” means Enruiled Aﬁ‘ liate's rtght to usa;the quanllty of a Produ rd"ared Far certain
Products, a License may be available on a subscription basis’ ("Subscnpﬂun License or 8L,
Licenses for Online Services will be considered’ Subscrlption Licen

“Managed Device" means any device on which any Affiliate in the Enterprise directty or indirectly
controls one or more operaung sysiem environments: Examples of Managed Devices can be found in
the Product Terms, -

- Office:366-Service Descnptions mezans the Service Descripliuns for Office 365 US Government
"Defense. published by Microsoft at https:#/technet.microsoft. comfen-us/library/mt774581.aspx (for the
**product superset, Office 365 US Government) and hitps:/itechnet.microsoft com/en-
"--'*us!llbrarylmt?nssa aspx (for the product subset, Office 365 US Government Defense), or at
successor sites Microsoft later identifies,

*Office 365 US Government” means the Government Community Cloud Service describsd by the
Office 365 Service Descriptions, and purchased by Enrolted Affillate pursuant to the terms and
conditions of the Enroliment.

“‘Office 385 US Government Defense” means the Government Community Cloud Service described
by the Cffice 365 Service Descriplions, and purchased by Enrolled Affiliate pursuant to the terms and
conditions of the Enroliment.

“Online Services” means the Micrasoft-hosted services identified in the Online Services section of the
Praoduct Terms,

“Online Services Terms™ means the additional terms that apply to Enrolled Afiiliate’s use of Qnline
Services published on the Volume Licensing Site and updated from time to time.

“Order” means the order placed by you o the Government Partner under the Government Partner's
BPA.
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“Product® means alt products identified in the Product Terms, such as software, Online Services and
other web-based services, including pre-release or beta versions. Availabliily of Online Services and
other web-based services, including pre-release or beta verslons may vary by region,

“Product Terms" means the document that provides information about Microseft Products avaliable
through volume licensing. The Product Terms document is published on the Velume Licensing Site at
hitps.Hwww microsoft. comfen-usilicensing/product-licensina/products.aspy and is updaled from time
to time. The Preduct Terms in effect as of the dale of this Agreement are attached for reference
purposes as Attachment 5 to the BPA. The parties agrea that the Section titled License Terms;
subsection Universal License Terms of the Product Terms shall remain conslant throughout the term
of this agreement even if subsequent versions of the Product Terms change unless agreed to in
writing by the pariles.

“Qualified Device" means any device that is used by or for the benefit of Enrolled Afiifiale's Enterprise
and Is: (1) a personal deskiop computer, poriable compuler, workstation, or similar device capable of
running Windows P'ro locally (in a physical or virtital aperating system environment), or {2) a device
used to access a virlual desktop Infrastructure {*VDI"), Qualified Devices do not include any device
that is: (1) designated as a server and not used as a personal computer, (2) an Industry Device, or (3)
not a Managad Device.

At its optlon, the Enrolled Affiliate may designate any device excluded above (e.g., Industry Device)
that is used by or for the benefit of the Enrolled Afiiliate’s Enterprise as a Qualified Device for all or a
subset of Enterprise Products or Online Services the Enrolled Affiliate has selected.

“Quailﬂed User” means a person (e.g., employee, consultant, contingent staff) who: (1) isauserofa

or an Online Service solely under a Llcense |dent|ﬁed m the Quah!’ed User
Terms. _ S :

‘Reserved License’,

“Software” means licensed coples of Micrasoit sonware ldentiﬁed oh the Product Terms Software
does nof include Onhne Services, but Software may be part of an Online Servlce

" “Trade Secret’ means informalion that is not generally known or readily ascertainable to the publie,

has economic value as a result, and has been subject fo reasonable steps under the clrcumstances to -
maintain its secrecy.

“Tribal Entity” means a federally-recognized tribal entity performing tribal governmental funclions and
eligible for funding and services from the U.S. Depariment of Interior by viriue of its status as an
Indian tribe.

“Use Righis,” means the use rights or terms of service for each Product published on the Volume
Licensing Site and updated from fime fo time. The Use Rights supersede the terms of any end user
license agreement that accompanies a Praduct. The Use Rights for Software are published by
Microsoft in the Product Terms. The Use Rights for Online Services are published in the Online
Services Terms,

“Use” or “run” means to copy, install, use, accass, display, or fun.

Licenses for Products.

Upon Microsoft's acceptance of Government Pariner's Enrallment for an Enfolled Affiliate, the Enralled
Afflliate has the following rights during the term of its Order. These rights apply to the Licenses obtainad
under the Order.
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a. License Grant. By accepting an Enroliment, Microsoft grants the Enterprise a non-exclusive,
worldwide and limited right to download, install and use software Praduets, and to access and
use the Oniine Services, each in the guantity ordered under the Enrollment, The righls
granted are subject to the ferms of the Use Rights and the Product Terms and are conditions
on Enrolled Affiliate’s continued compliance with the terms of this agreement, including,
without limitation, payment for the Licenses, Microsoft reserves all rights not expressly -
granted in this agreement.

k. Additional License Rights,

i. Users licensed for the Office 3656 Defense E3/ES bundle in the DON ESL BFA Product and
Price List shall have use rights eguivalent to a Client Access License {CAL)/ Management
License (ML) for the purpose of accessing equivalant on premises Exchange, SharePoint,
Skype, and server Praducts base and additive functions, where applicable, across multiple
networks within the Enterptise.

Per our Product Terms:

CoreCAL bridge includes the access rights to the following products; Windows Server,
System Center Endpeint Proteclion, and System Center Configuration Manager

Enterprise bridgs CAL includes the access rights o the foltow:ﬁl products: Windows
Server, Windows Server RMS, System Center Endpomt Prolectin System Center
Canfiguration Manager. and Advanced Threat Analytics

Microsoft 0366 E3 is being provided an the Channel:Price Sheet for the thres
_ rlhe Agreement. Thess unit, prices shall he ﬂxed for the t £

jit.

E3/E5 suite version of 0365 US Govamn{e_ ‘Defense ("Off ice 365 Defense’) Enrolled
Affiliate would have on-premises access to’ praductiunly servers across muitiple networks
within trhe Ernterprlse (e.g. NIPR, S{PR, DNR, and CANES}

Subject to the Product Terms, the Enrolled Affiliate will have the right to download and use
two {2) copies of Office Professional Plus per paid 0365 E3/ES subscription which will be
received via the VL.SC. The rights to Office Professional Plus for both capies will be
perpetual,

v.  Atsuch time thal the Enrolled Afiiliate requires a new, segregated Q365 environmentitenant
for SIPR, RDT&E, etc. and is consuming cloud services via an 0365 service new Licenses
will be required for access lto those envirenmentsflenanls and the associated Cloud
services. Microsoft agrees that If separate Licenses are required for the new segregated
environment for users already consuming an 0365 EJ/ES License, the price for those
additional Licenses for these users shall be negotiated in good falth by the panies whereby
Microsoft will consider the investment already made by the DON for those users in 0385
when negotfiating any such discount.

vi. With regard to the Office 355 ProPius component of the E3 or E5 bundie of Office 365
Defense, the Enrolled Afflliates may apply the subseripticn use right associated with the
Office 365 ProPlus procured under the initial Cffice 365 Defense EJ/ES suile, including 5
PCs or Macs, 5 tablets, and 5 phones, {o have access to Click-to-Run access Office 365
ProPlus across their additional Enterprise networks/tenants subject to the Product
Terms/Online Service Terms dusing the term of this Agreement.
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vii. Enrolled Affiliate shall provide the counts of Windows Setver and System Center
prosessors (including the number of processors per server), and these quantities will
receive the slandard conversion rate for these ficenses, which s as follows: processor
Licenses will be exchanges for a minimum of 8 two-core pack Licenses (16 core Licenses)
which is B cores per processor, that will be included for renewal of Software Assurance in
this Agreement.

viil. As a one-time exception, Enrolled Affiliate will have through July 31, 2018 to provide the
aclual quantities of cores per processor iftrough the necessary conversion documentation,
Enrolled Affiliate will then receive License grants for the actual number of cares per
processor. To be eligible for these grants, Enrolled Affiliate will pay the Software Assurance
for any additional cores from the effeclive date of this agreement.

ix. Microsoft agrees that the DON will assess its baseline user licensing counts with the
assumption ihat all users have access to the DON's enterprise networks during the term of
this agreement. Microsoft further acknowledges that the quantity of user licenses under the
spacific Navy Enterprise Network (NMCI or One-Net) enroliment may not include all
Qualified Users on the network and that a portion of those Qualified Users are included and
funded under other DON enrallments.

% Microsoft agrees that Enrolled Affiliate may have the need for License configurations that
support more than one user profile. These proposed prof'les would be submitled by the
DON and if approved by Microsoft based on the specific use casa "'ihey would be an
exceplion from the Qualified User definition.. Licensing cnnﬁgu
Access Licensas (CALs) or User hased Desktop L:censmg scena

.

A, Macrosoft Azure Hybnd B neft for Window x rolled Amiate may use
Windows Server Vidual Machines on: ‘Microsoft Azure and pay for the cost of
compute only (the “Base Instance”). Each Windows Server processor License

_ with $A, and each set of 16 Windows Server core Licenses with SA, entitles
Enralled Affifliate to use Windows Server on Micrasoft Azure on up to 16 Viriual
Cores allocated across two or fewer Azure Base instances. Each additional set
of 8 core Licenses with SA entities use on up to 8 Virtual Cares and one Base
Instance. Enrolled Affiliate may use Standard or Datacenter..Enrolled Affillate
must indicate that it is using Windows Server under the Azure Hybrid Benefit for
Windows Server when craating or configuring a vifual machine on Azure,

B. Underthe Microsoft Azure Hybrid Benefit for SQL Server, for each SQL Server
License covarad with SA (*Qualified License™), Customer may consume the
Microsoft Azure Data Services idenlified in the table below in the indicated
ratios, If a customer wishes to use Azure Hybrid Benefit for SQL. Server to
consume two or more Microsoft Azure Data Services, a separale set of Licenses
must he allocated for each service. With Azure Hybrid Benefit for SQL Server,
customers wili not be charged for the usage of a Microsoft Azure Dala Service,
but they must stifi pay for the cost of compute (i.e., the base rale), storage, and
back-up, as well as /O associated with their use of the services (as applicable),
Customers must indicate 1hat they are using Managed Instance, Azure Dala
Factory SGL Server integration Services, or SQL Server Virtual Machines under
Azure Hybrid Benefit for SQL Server when configuring workloads on Azure,
Customers may supplement workloads running under Azure Hybrid Benefit for
SQL Server with fully meterad Azure services,
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xii. License Mobhility for Server Products. The following server Products may be eligible for
migration into Azure or an authorized License Mobility Pariner. See Product Terms for
additional License Mobility rights and bensfits,

Exchanga Servers - (All Editions of server licenses)

Project Server (Server Licanss only)

SharePoint Server and Office Audit and Control Management Server (server licenses
only)

Skype for Business Server Licenses

SAQL Server Licenses (all editions except Paralle! Data Warehouse)

Systems Center Server (all editions)

Visual Studio Team Foundation Server (server icenses only)

Windows Server (External Connector only)

e o & & o

€.  License Mobility for Client Products. Enrolied Affiliate may use Remote Desktop Service
{RDS) User Client Access Licenses {CALs) and User Subscription Licenses {(SLs) with
Windows Server soflware running in Operating System Environments (OSEs) dedicated to
its internal use on either Microsoft Azure Platform Services or the shared sarvers of a
License Mobility Pariner through the Government Partner for which the Enrolled Affiliate
has compieted and submitied the attached License Verification form. Other than
administrative access by Customer's License Mobility Partner through the Government
Partner, no other party may access the OSE(s), For any CAL or User SL Enrolled Afiiliate
has used in this manner, It may later move to Microsoft Azure Platform Services or a new
License Mobility Pariner through the Government Partner, but not sooner.than 80 days after
it initiated use In the environment it is Ieaving

c. Duration of Licen
Envollment s re ‘ava
some Subscription Licenses. Except where {1) Licenses: and/or. Soﬁware ‘Assurance which
has:been paid for in its entirety up front (i:e. lumg sum payment), nd (2) as otherwise noted
in the applicable Enrcliment or Use Rights, all other Licenses become perpetual only when all
payments for that License have been'made and the tnillal E Ement term:has expired.

d. Applicable Use Rights.

== Products (other than Cnline Services). The Use Rights in effect on the effeclive
date of the Enroliment will apply to Enterprise’s use of the version of each Product
that is current at the time. For future versions and new Products, the Praduct Use
Rights in effect when those versions and Products are first released will apply.
Changes Microsoft makes to the Use Rights for a particular version wili not apply
unjess the Enrolled Affiliate chooses to have those changes apply. The Use Righls
applicable to perpetual Licenses that were acquired under a pravicus agreement or
Enroliment are determined by the agreement or Enroliment under which they were
acquired. Renewal of Software Assurance does not change which Use Rights apply
to those Licenses.

ii. Online Services. For those subscriptions that are part of the initial order (executed
on the effective date of the Enterprise Agreement) the Use Rights in affect as of June
2018 will apply for the subscription term. For additional Online Services (i.e., not on
the Initial order) addad after the initial order, the Use Rights in efiect on the
subscription start date will apply for the subscription term as defined in the Product
Terms.

ii.  More restrictive use rights. if a new version of a Product has more restrictive use
rights than the version that is current at the start of the applicable initial or renewa
term of the Enroliment, those more restrictive use rights will not apply to the
Enterprise’s use of that Product during the term.
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e. Downgrade rights. Enterprise may use an earller vergion of Product than the version that is
current on the effective date of the Enrallment. In that case, the Use Rights for the current
version apply to the use of the earller verston. If the earlier Product version includes features
that are not in the new version, then the Use Rights applicable to the earier version apply
with respect to those feafures,

f. New Version Rights under Software Assurance. Enrolied Affiliate must order and maintain
continuous Software Assurance coverage for each parpetual License and subscription with
dual rights ordered. With Software Assurance coverage, Enterprise automatically has the
right to use a new version of a licensed Praduct as scon as It is released, even if Enterpriss
chooses not to use the new version immaediately.

i.  Except as otherwise permitted under an Enrollment, use of the new version will be
subject to the new version's Use Rights,

i.  Ifthe License for the eariler version of the Product is perpelual at the time the new
version Is released, the License for the naw version will also be perpetual. Perpelual
Licenses previously covered under other Enterprise Agreements or procured with SA
under a prior DoD ESt BPA will never lose perpetual righls to the software version
released at the end of the Agreement and shall always have the ability to revert back
to the previous license version prior to joining the current agreement.

fii.  When transilioning fo subscription-based cioud Iicensmg {Office365) the DoD and its
affiliates may drop Sofiware Assurance coverage on all corresponding ficenses in any -
subsequent agreement without losing soﬂware assuran v fits; .

h. Price: Prataction' 'As a one tlme specla nndﬂlon M:croseﬂ agree hat upon renswal of thls
Enroliment(s), pncmg for Enrnlted Afﬁllates(s) for the Online Servmes idenltﬁed in the

increase by more than 12% in the renewa! rovided that the'use .‘commltment for Enrolied
Affitiate(s) does not fall below 736,000 Users. The terms and conditions set forth in the
preceding senterice apply only for the initial RenawaI Term in June 2021, it will not be
included in-any subsequent renewals beyond the Initial and Microsoft is under obligation to
grant lhls concession in the future.

ndiract Access. In the event Enrolled Affiliate incurs fees created by instances of indirect
access to on-premises Microsoft Server products or Microsoft Online Services which the
Enrolied Affiliate had no actual knowledge of, Micresoft will work with Gevernment Partner
and the Enrolled Affiliate in good faith to determine how to mitigate such fees.

j. Reorganizations, Consolidations, and Privatizations. |n {he event that the number of
Licenses covered by an Enreliment changes by more than the following percentages below
as a result of reorganization, consolidation, or privatization by any member of the Enterprise,
Microsoft will work with the Government Partrier in good faith to determine how to
accommodate the Enterprise’s changed circumstances:

& 10% for Enroliments with more than 40,001 Licenses

s 20% for Earollments with 40,000 or less Licenses

i.  Possible accommodations may include; the patential for a flexible ficensing strategy
that promotes continuity of operation and may allow decreases in
License/subscripfion counts annually for Licenses throughout the lifetime of the
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Agreement, provided such decreases are verified by Licensor through a formal
software deployment assessment in accordance with the Verifying Compliance
section below,

li. Anyallowances granted for quantity adjustment would only oceur at the next
anniversary and must be completed and mutually agreed ta by the parlies in by 01
April of the year prior to the given anniversary to allow appropriate time for
pracessing and preper invoicing (i.e., a Year 2 adjustiment for June 2019 anniversary
must be completed and agreed to by 01 April 2019).

9. Modification or termination of an Online Service for regulatory reasons. Microsoft may
muodify or terminate an Online Service In any country or jurisdiction where there is any current
or future government requirement or obligation that: (1) subjects Microsoft to any regutation or
requirement nof generally applicable tc businesses operating there; (2) presents a hardship
for Microsoft to continue aperaling the Online Service without madification; and/or (3} causss
Microsoft to helieve these terms or the Onfine Service may be in conflict with any such
raquirement or obligation.

h. Program updates. Microsoft may make a change to the Enterprise and/or Enterprize
Subscription programs that will make it necessary for Enrolled Afiiliates to enter into a new
agreemeant and Enroliments with Govemment Partnar at the time of an Enrcliment renewal, If
any such updates occur during a current contract, inciuding optien periads, such change(s)
wlll be made at no increase in cost to Enrolled Affiliate: all pricing in the current contract,
including contract options will be honored despite any such change(s). Microsoft agrees that
any change in terms which may nagatively impact the Department of Defense will be
negoliated between the parties before incorporation into any new ag ement and Enroliment,

. Making copies of Prodacts and re-imaging rlghts. .

agrees Ihal it will be responsible for any third party s actlons Enro!led Afﬁiiate agrees fo
make reasonable efforts to notify ts'employees;: agents ‘and any.other individuals who use
the Products that the Prodtcts are ticensed from Microso ubject to, the terms of the
Govemment Contract and the QOrder,

b. Copies for training/evaluation and back-up, research and development {research

labs). For all.Products other than Online Services, Enrolled Affiliate may (1) use up to 20

complimentary copies of any Product in a DON approved training facility or environment for

urposes of training on that particutar Product, (2) use up to 10 complimentary copies of any

-+ "Product for a 60 day evaluation period with no obligation fo later purchase evaluated _
products, and {3) use one complimentary copy of Enterprise Producis and additional -
Products on 1% of the Enroiled Affiliate's Qualified Desktops or Qualifled Users for research
and development purposes and {4} use ane compliimentary copy of any licensed Product for
back-up or archival purposes for each of its distinct gecgraphic locations. Trials for Online
Services may be avaitable if specified in the Use Rights.

c. Right to re-image. In certain cases, re-imaging is permitied using the Product media. If the
Microsoft Product(s) is licensad (1} from an original equipment manufacturer (OEM), (2) as full
packaged Product through a retail source, or (3} under another Microsoft program, then media
provided under the Order may be generally used to create images for use in piace of copies
provided through that separate source. This right is conditional upon the following:

L.  Separate Licenses must be acquired from the separate source for each Product that is
re-imaged.

it.  The Product, language, version and components of the copies made must be identical
to the Product, language, version, and all components of the copies they replace and
the number of copies or instances of the re-imaged Product permitted remains the
sams.
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iii.  Except for copies of an operating system and coples of Products licensed under
another Microsoft program, the Product type (e.g., Upgrade or full License} re-imaged
must be identical to the Product type from the separate source.

iv.  Enrolled Affiliate must adhere to any Product specific procasses or requirements for re-
imaging identified in the Product Terms.

V.  Re-imaged Products remain subject to the terms and use rights of the License acqulred
fram the separate source. This subsection does not create or extend any warraniy or
support obligation,

& Order Reguirements

a,

b.

6. Transferring, assigning and reassigning ficen

Minimum Order requirements, The Enrolled Affiliale must have a minimum of 250 Qualified
Users or Qualified Devices. The initial order must include at least 250 Licenses for Enterprise
Products, Inclusive of af enroliments,

For Office 365 US Government Defense Online Services, Enrolled Affiliate must include a
minimum of 250 user subscription Licenses of an Enterprise Online Service for the initial
order inclusive of all Enralimenis.

Enterprise Commitment. If ordering any Enterprise Products, Government Pariner's order
an behalf of Enrolled Affillate must include coverage for all Qualified Users or Qualified
Devices, depending on the License Type, of one or more Enterprise Products or a mix of
Enterprise Products, S

Additional Products. Upon satisfying the minimum order re'gui:i'él:;!gnts__above, Government
Pariner on behalf of Enrolled Affiliate may order Additlopgi Products and Services.

Grace Period at the beginning of the contract for Licenses add t_l'_ré'E{:_i__’t'grp_rise.
Due to decentralized ordering, Enrolled Affiliate shall have a grace period for.executing
Order{s) ren n perpetual licenses and are set to expire.on June 01; 2018, The

Government's processing time to place renewal orders for SA on these Licel 8
2018. After this processing time ends, Software Assurance for. perpetual licenses that e
on‘June 01, 2018 will no.ionger be allowed to bie renewed without the repurchase of a
License and SA.. Microsoft may co walving the rep: ek

case basis.

a. License transfers. The Enrollad Aﬁillat-;';h‘lay only transfer fully-paid perpetual licenses
to: e T

a Federal Agency,
an Affiliate, or

iii. a third party solely in connectian with the transfer of hardware or employees {o
whom the Licenses have been assigned as part of (1) a rearganization or
privatization of an Affillate or a division of an Affillate, (2) Base Realignment
Closure, or (3) a consolidation Invoiving Enrolled Affiliate or an Affiiiate.

Upon such fransfer, Enrolied Affiliate must uninstall and discontinue using the licensed
Product and render any copies unusable. All such transfers must be made in accordance
with this section. No other transfers are permitted.

b. Notification of License Transfer. Enrolled Affiliate must notify Microsoft of a fransfer of
License by completing a license transfer form, which can be obtained from
hitp:Awww. microsoft.comflicensing/contracts and sending the completed form to Microsoft
before the license transfer, No License transfer will be valid unless Enrolled Affiliate
provides to the transferee, and the iransferes accepts in writing, documents sufficient to
enable the transferee to ascertain the scope, purpase and limitations of the rights granted
by Microsoft under the licenses being transferred {including, without limitation, the
applicable Use Rights, use and transfer restrictions, warrantles and limitations of liability).
Any license transfer not made in compliance with this section will be veid.
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¢. Reassighments. Enrclied Affiliate acknowledges that Licenses and Software Assurance
must be assigned to a single user or device within the Enterprise. Licenses and Software
Assurance may be reassigned as described in the Praduct Terms.

l.  Licensor understands that the Enrolled Affillale is requiring Government Partner
to allow for flexibility In the reassignment of Licenses from one Department of
Mavy command to another command and these reassignments may be between
Enrollments under this Agreement.

iil. The reassignment of licenses will be without administrative cost to any party
involved in the assighment of the licenses, provided that the license are current or
made current with regard to Licensor annual SA maintenance, and the Licsnsee
does not remarket or otherwise intend to resell the licenses. Licensee will
complete any reasonably required Licensor documentation and notification
required to facilitate the reassignment of license and continuation of support for
the reassigned ficenses.

d. Effect of reassignment. The Enrolled Affiliate acknowledges that reassignments made
in accardance with this Section wiil not be reflected in the Volume Licensing Service
Center (VLSC}, it will be the responsibility of the Government Partner to ensure accurate
accounting for the reassignment and invoicing adjustments. g

' '7Assurance coverage and aliow the original ‘Software Assurance coverage to.
_ exp!re naturally, -

.. Inthe eventof termmation of the'BPA the Enrolled ‘Affiliate wﬂi"be‘enlll!ed to
Software Assurance coverage for: he durahon of such covaraga for which
payment has been made in full> - - :

Software End-of-Life Requirements. Microsoft may discont{nue support for existing Products
om time to time. if Microsoft discontinues suppert for a Product, Microsoft will inform Enrolled
Affiliate six months in advance of the discontinuation by posting the lnformahan at :

- bttp:isuppoit. microsoft. com/lifecycle or any successor site. o

8. Use, ownership, rights, and restrictions.

a, Products, Use of any Product is governed by the Use Rights specific te each Product
and version and by these Additional Use Rights and Restrictions.

i,  Fixes. Each fixis under the same license terms as the Product to which it
applies. If a Fix is not provided for a specific Product, any use tarms Microsoft
pravides with the Fixe will zpply.

b. Non-Microsoft software and technology.

Enrolled Affiliate is solely responsible for any non-Microsoft software or technology
that It installs or uses with the Praducts or Fixes.

I.  Microsoft is not a party to and is not bound by any terms geveming Envolled
Affiliate’s use of non-Microsoft software or technology. Without limiting the
foregoing, non-Microsoft software or seripts linked to or referenced from any
Product websile, are governed by the open source licenses used by the third
parties that own such code, not by Microsoft and Microsoft's licensing terms.
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. IfEnrolled Afiiliate installs or uses any non-Microsoft software or technology with
the Products or Fixes, it directs and condrols the Installation in and use of such
software or technology in the Products or Fixes, through its actions {(e.g., through
Enrclled Affiliate's use of application programming interfaces and other technical
means that are part of the Online Services). Micrasoft will not run or make any
copies of such non-Microsoft software or technology outside of its relationship
with Enrolled Affiliate.

i,  Reslrictions Enrolled Affiliate must not (and must not attempt to): (1) reverse
engineer, decomplle or disassemble any Product, Fix, or Services Deliverable, (2)
install or use non-Microsoft software or technology in any way that would subject
Microsaft's intefiectual property or technology to obligations beyond those
included in this agreement; or (3) work around any {echnical limitations In the
Praducts or restrictions In Product documentation. Except as expressly permitted
in this agreement, Envolled Affiliate must not (i) separate and run parts of a
Praduct on more than one device, upgrade or downgrade paris of a Product at
differsnt times, or transfer parts of a Product separately; or (i) distribute,
sublicense, rent, lease, fend, or use any Product, or Fix to offer hosting services
to a third party.

¢. Reservation of rights. Products and Fixes are protected by copyright and other
intellectual property rights laws and International treaties, Microsoft (1) does not transfer
any ownership rights in any Products or Fixes and (2) reserves all rights not expressly
granted to Enrolied Affiliate. ) R

8. Confidentiality.

a. “Confidential Informalion” is non-public information that is de 2d “confidential” or
“proprietary” or that'a reasonable person.should understand is confidential or propristary,
including Customer/Data. Confidential Information includes, but is not limited to; .
information thatis defined under EO 12356; however, use of the teim *Confidential*in_
this paragraph does.not mean that all information marked as confidenti: n.accordance:

22 with this paragraph s confidential as definéd in EO 12358.- Confidential information does

" notinclude Information that: (1)'becomes publicly available withaut a breach of this
agreement, (2) the receiving party recelved lawfully from another source without a
confidentiality obligation, (3} is independently.developed, or.(4) is 2 comment or
suggestion volunteered about the other.parly's business, products or services, Each party

will take reasonable steps to protect the other's Confidential Information and will use the
other party’s Confidential Information only for purposes of the parties’ business
elationship. Neither party will disclose that Confidential Information to third pariles,

xcept to its employees, Affillates, contractors, advisors and consultants

(‘Representatives”) and then only on a need-fo-know basis under nondisclosure

-obligations at least as proteclive as this agreement. Each party remalns responsible for

the use of the Confidential Information by its Representatives and, in the event of

discovary of any unauthorized use or disclosure, must promptly notify the other party.

b. A party may disclose the other's Confidential Information if required by law; but only after
it notifies the other party (i legally permissible} to enable the oiher party to seek a
protective order,

¢. Neither party Is required to restrict work assighments of its Representatives who have
had access to Confidential information. Each party agrees that the use of information
retained in Representatives’ unaided memories in the development or deployment of the
paries’ respective products or services dees not create liability under this agreement or
trade secret law, and each parly agrees to limit what it discloses to the other acoordingly.

d. These abligations apply (i) for Customer Data uniil it is deleted from the Online Services,
and (i) for all other Confidential Informatian, for a period of five years after the
Confidential Information is received.

e. Motwithstanding anything in this section to the confrary, the pariles acknowledge and
agree that Enrolled Affiliate is subject {o the United States Freedom of Information Act (5
U.S.C. § 552) and may disclose information in respense to a valid request in accordance
with FOIA. Should Enrolled Afiiliate recelve a request under FOIA for Microsoft's
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confidential information, Enrolted Afilliale agrees o give Microsoft adequate prior notice
of the request and before releasing Microsoft's confidential infarmation to a third parly, in
order to allow Microsok sufiicient ime to seek injunctive relief or cther rellef against such
disclasure.

10. Privacy and Compliance with Laws.

a. Enrolled Affiliate consents to the processing of personal information by Microsoft and its
agents {o facilitate the subject matter of this MLA and the applicable Order. Enrolled
Afflliate will obtain all required consents from third parties (including Enrolled Affiliate's
contacts, reseflers, distributors, administraiors, and employees) under applicable privacy
and data protection law before providing personat information to Microsoft,

b. Unless otherwise specified in the Enroliment or the Use Rights, personal information
collected under these Microsoft License Terms and Conditions (i) may be fransferred,
stored and processed in the United States or any other country in which Microsoft orils
confractors maintain facilities and ¢H) will be subject to lhe privacy terms specified in the
Use Rights.

¢. Forall Government Community Cloud Services, Microsoft will only transfer, store and
process Custorner Data in data centers locaied in and under the exelusive jurisdiction of
the Uniled States as set forthk in and in accordance with the applicable System Security
Plan (SSP) upon which the FedRAMP ATO for the relevant Online Sesvice is based.

d. U.S.export. Products and Fixes are subject to U.S. export jurisdiction. Enralied Affifiate
must comply with all applicable international and national laws;:including the U.S. Export
Administration Regulations, the International Traffic in Arms’ Regulaﬂons. and end-user,
end use and destination restrictions by U.S. and alher governments lated:to Microsoft
praducis, services,; and technologles SR

11 Warranties,
a. L!mitadw

ﬂware will perform
substantially as described in the ‘applicatle P: manta!ion far one year
from the date Enrolled Affiliate is first licensed for.that version;f it does not and
Enrolled Affiliate notifies Microsoft within the warranty lerm, then Microsoft will, at
its option (1) retum the price Customer. pald for the- Software Iicense. or (2) repalr
-or replace the Software, .

50ﬂware Microsoft warrants Ihat each version o the

7 Onllne Services. Microsoft warrents that each Online-Services will perform in
accordance with the applicable SLA during the Enrolled Affillate" s use. Enrolied
Affiliate's remedies for breach of this warranty are in the SLA:-

The remedies above are Enrolled Affillate’s sole remedias for breach of the warranties In
this section, Enrolled Affiliate waives any breach of warranty claims not made during the
warranty period.

b. Exclusions. The warranties in this agreement do not cover probiems caused by
accident, abuse or use in a manner inconsistent with this agreement, including falfure to
meet minimum system requirements. These warranties do not apply to free, trial, pre-
telease, or beta Products, or fo componants of Products lhat Enrolied Affilkate is permitted
to redistribute.

c. DISCLAIMER, Microsoft provides no other warranties or conditions and disclaims
any other express, impiied or statutory warranties, Including warranties of quality,
title, non-infringement, merchantability, and fithess for a particular purpose.

12. Defonse of third party claims.

a. By Microsoft. MicrosoRt will defend Enrclled Affiliate against any claims made by an
unafiliated third parly that (i) any Praduct or Fix made avallable by Microsoft infringes its
patent, copyright or trademark or makes unlawful use of its Trade Secret, or (ji) that
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arises from Microsoit's provisian of an Online Service in violation of laws applicable to all
online services providers. Microsoft will pay the amount of any rasulting adverse final
judgment or approved setilement. This does not apply to claims or awards based on

(i) Customer Data; {ji) non-Microsoft sofiware; (iil) modifications 1o a Product or & Fix
Enrolled Affiliale makes or any specifications or materials Enrolled Afiliate pravides;

(v} Enrolled Affiliate's combination of a Praduct or Fix with (or damages based on the
value of) a non-Microsoft product, data, or business process; (v} Enrolled Affillate's use of
a Microsoft trademark without express, writtan consent or the use or redistribution of 2
Praduct or Fix in violation of this agreement; (vi) Enrolled Affiliate’s continued use of 2

Product or Fix after being notified fo stop due to a third party claim: er (v Producis or Fixes
provided free of charge.

b. Your agreement to protect. Enrolled Affiliate agrees that it will not use Customer Data
or non-Microsoft software Micrasoft hosts on Enrolled Affiliate’s behalf that Enrolled
Affiliate knows infringes any third party's patent, copyright or tradsmark or make unlawful
use of any third parly's Trade Sacrel. In addition, Enrolled Affiliate will not use an Online
Service {o gain unauthorized access o or disrupt any service, data, account of network in
connection with the use of the Online Services.

¢. Rights and remedies In case of possible Infringement or misappropriation. If
Microsoft reasonably believes that a claim under this section may resuilt in a lagal bar
prahibiting Enrolled Affillate's use of the Product or Fix, Microsoft will seek to obtain the
right for Enrolled Affiliate to keep using it or modify or replace it with a functional
equivalenl, in which case Enrolled Affiliate must discontinuie use_of the prior version
immediately. If these aptions are not commercially reasonable, Microsoft may terminate
Enrolled Affillate’s 1ight fo the Product or Fix and refund any. ameunts Enrolled Affiliate

36 fights to Software and.Fixes and, for-Online:Services, any.amount paid
after. the termination date. e

y in writing.of a claim subject

. Enrolled Affliate must notify Microsoft pramptly n wriling,of a claim &4
nd:isetllement (subject to 28

“.:to this section; give Microsoft sole.conlrol over the defense andis _
U.S.C. 516);.and provide reasonable assistance in defending the claims. :Microsoft will
relmburse Enrolled Affillate for reasonable ‘out of pocket expenses that i incurs in
providing assistance. The remedies provided In this section are the exclusive remedies
for the claims described in this section. SIS S

e. NutwitﬁStanding the foregoing, Microsoft's rights set forth in this section (and the rights of
the third party claiming infringement) shall be governed by.the provisions of 28 U.S.C. §
4588, £ -

~13. Limitation of liability. To the extent permitied by applicable law, for each Product, each party's
maximum, aggregate liability to the other under this Agreement is limited to direct damages
finally awarded in an amount not ta exceed the amounts Enralled Affiliate was required lo pay for
the applicable Products during the term of the Agreement, subject to the following:

a. Online Services. For Online Services, Microsoft's maximum liabllity to Enrolled Affiliate
for any incident giving rise to a claim will not exceed the amount Enrolled Affiliaie paid for
the Online Service during the 12 months before the incident except in cases of loss,
breech or damage to Customer Data where in these cases there is no limitation or
exclusion of liability.

b. Free Products and Distributable Code. For Products provided free of charge and code
that Enrolled Affiliate is authorized to redistribute fo third parties without separate
payment o Microsoft, Microsoft’s liability is limited to direct damages finally awarded up
to US$6,000.

¢. Exclusions. In no event will either party be Hable for indirect, incidental, special, punitive,
or consequential damages, including loss of use, loss of profits, or interruption of
business, however caused or on any theory of liability. ‘
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d. Exceptlons. No limitation or exclusions will apply ta liability arising out of either pary's
(1) confidentiality obligations; (2) defense obligations; or {3) violation of the other party's
intellectual property rights.

e. This clause shail not impair the U.S. Government's right to recover for fraud or crimes
arising out of or related to this MLA under any federal fraud statute, including the False
Claims Act, 31 U.S.C. §§ 3729-3733.

14. True-up Requirements

True-Up Order. Enrolled Affiliate must submit an annual true-up arder that accounts for changes
since the Initlal order or last true-up order. If there are no changes, then an update statement must be
submitted Instead of a true-up order. Enrolled Affiliates bound by Antl-Ueficiency Act, 31 U.S.C. §
1341(a)(1)(B) must not download scfiware or use online services prior to executing an Order for the
Praducts. Microsoft, at its discretion, may valldate the true-up data submitted through a formal product
deployment assessment using an approved Microsoft partner in accordance with Section 15 Verifying
Compliance,

a. Enterprise Products. Enrolled Affillate must determine the number of Qualified Devices
and Qualified Users (if ordering user-based ticenses) af the time the true-up order is
placed and must order additional Licenses for all Qualified Devices and Qualified Users
that are not already covered by existing Licenses, includlng any Enterprise Online
Services,

b. Additional Products, For Additional Products that have bee reviously ordered,
Enrolled Affiliate must determine the maximum number of Additional raducts used since
the iatter of the initial order, the last true-up arder, or the pﬂor

submit a true -4 r that accounts for any Increase...:

'*’*report of Resarved Licenses in excess of exlsting o
Government Partner. C

d. 8uhscriptlon License reductions. Enrolled Afﬁllate may.r reduce the:quanhty of
Subscnpllon Licenses at the enrallment ann_lversary dateona prospectiva basis if
permitted in the Product Terms as follows:

For Enterprlse Online Services not a part of an Enterprise-wide: purchase
Licenses can be reduced as long as the initjal order mlnlmum reqmrements are
maintained.

il.  For Additional Products available as Subscription Licenses. Enrolled Afﬁliate may
reduce the Licenses, [f the License count is reduced to zero, then Enrolied
Afilliate's use of the applicable Subscription License will be cancelied.

invoices will be adjusted to reflect any reductions in Subscription Licenses at the true-up
order Enroliment anniversary date and effective as of such date.

€. Update statement. An update statement must be submitted instead of a true-up order if,
since the initial order ar last true-up order, Enrolled Afffliate’s Enterprise has not; (1)
changed the number of Qualified Devices and Qualified Users licensed with Enterprise
Products or Enterprise Online Services; and (2) increased its usage of Additional
Products. This update statement must be signed by Enrolled Affiliate's authorized
representative, The update statement must be received by Microsolt between 60 and 30
days prior to the Enroliment anniversary date. The last update statement is due within
30 days prior to the Expiration Date,

f. - True-up otder period. The true-up order or update statement must be received by
Microselt between 60 and 30 days prior to each Enrcliment anniversary date, The third-
year true-up order or update statement is due within 30 days prior to the Explration Date,
and any ilcense rasarvations within this 30 day period will not be accepted. Enrolled
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Affiliate may submit frue-up orders more often to account for increases in Product usage,
but an annual true-up arder or update statement must still be submitied during the annual
order period,

g. Late trua-up. If the true-up order or update statement is not received when due:

i. Enrolled Affillate wil! be Invoiced for all Reserved Licenses not previously
ordered; and

il. Subscription License reductions cannot be reported until the following Enrollment
anniversary date (or at Enrcliment renewal, as applicable).

h. Step-up Licenses. For Licenses sligible for a step-up under an Enroliment, Enrofled
Affiliate may step-up to a higher edition or suite as follows;

i For step-up Licenses included on an initia! order, Enrolled Affiliate may order
according to the true-up process.

il. If step-up Licenses are not included on an initial order, Enrolled Affiliate may
step-up initially by following the process described in the Section tilled “Adding
new Products not previously ordered,” then for additional step-up Licenses, by
foliowing the frue-up order process.

15, Verifying compliance,

a. Right to verify compliance. Envolled Affiliate must keep records relating fo the Products
it and its Affiliates use or distribute. Microsoft has the right o verify Enrolled Affiliate's and
its Affiliates’ compliance with the license terms for the Products Microsoft's expense,
through a formai product deployment assessment siich as a SAM. Engagement or ather
similar process soft may require Enrolled Affilfate to complete Microsoft's Seif-audit
process or crosoft Assessment and Planning (MAP) Taolki, ¢ 3

Products Enrolled Affiliate and any of its Affiliates use or distribul

...-be'used solely for purposes of detel
~“Products. R

. All verification efforis undertaken in accordance with this Saction shalt comply
: with the Enrolled Affiliate's reasonable security and safety rules, poficies, and
pracedures ("security rules"), providad that such sacurity rules are applicable to
the performance of the verification'process {es); the Enrolled Affillate makes such
- security rules available to Licensor prior to the commencement of the verification
process(es); and such security rules do not modify or-amend the {erms and
conditions of this MLA. : '

. When Microsoft determines the need to conduct a SAM Engagement as part of
the verificalion process, Microsoft will request a mesting with the Enrolled Affillate
to review the engagement's purpose, objectives, requirements, and scope.
Micresoft and the Enrolled Affiliate will mutually agree on SAM engagement rules
and procedures, logistics, locations, points of contact, and determination of the
approved asset discovery tool(s) that will meet the needs of the engagement. The
Govemment Partner, in conjunclion with Microsoft as a first tier subcantractor, will
engage an independent third party such as an auditor or an approved Microsoft
partner, as a second tier subcontractor, fo conduct the SAM engagement, which
will involve reviewing the Enrolled Affiliate’s Sofftware Asset Management (SAM)
practices as it relates to Microsoft Products and provision of a current-state
assessment relative to industry standards, and an aciual deployment position for
Microsoft software installed within the Enrolled Affiliate IT environments. Microsoft
shall be responsible for paying the independent third party for such services and
Enrolled Alfiliate will not be invoiced for the performance of the SAM services by
the third party.

b. Verification process and limitations. Licensor will provide Enrolied Affillate at least 90
days’ notice of its intent fo verify compliance. Unless specifically stated herein as a
contract condition, Licensor will not verify compliance more than once in a 12 menth

AmendmentApp v4.0 CTM-CPT-GCTG-AGR-OPT BD
Page 16 of 268




period and Microsoft shall be solely responsible for the costs Microsoft incurs in verifying
compliance in accordance with this Section.

c. Licensor waives any and all entitlement to compensation from the auditor or
partner for the assessment services provided, Licensor intends that these services
and associated terms be in compliance with applicable laws and regulations. It is
specifically understood that all services and services deliverables provided as part of the
assessment are for the sole benefit and use of the DON and are not provided to or for
any Individual government employee. It is further understood that the rasulls of this
engagement are not provided to Microsoft or the Government Partner. Any such
independent auditor or approved Microsoft pariner will be subject to a confidentiality
obligation and subject to Enrolled Affiliate's security rules, which may incliude A, and
disclosure requirements. Verification will take place during normal business hours and in
a manner that does not interfere unreasonably with Enrolled Affiliate's operations.
Enrolled Affiliate must promptly provide the indepandent auditor or approved Microsoft
pariner with any information it reasonably requests in furtherance of the verification,
including evidence of licenses for Products Enroliad Afiiliate hosts, sublicenses, or
distributes to third parlies.

d. Remedies for non-compiiance. If verification or self-audit reveals any unlicensed use or
distribution, then, Microsoft through its Government Partner shall submit a quote within
ninaty (90) days to the Enrolied Affiliates for sufficient Licenses 1o cover such use. If
material unlicensed use is found, (a) the Enrolled Affillate and any of ils Affiliates may be
completely responsible for the price of the licenses, to the extent permitted by31US.C. §
1341 (Anti-Deficlency Act), and (b) the Enrolied Affiliale and any of lls Affiliates must
execute an Order to pay the quote submitted in accordance with the procedures set forth
in the applicable BPA for additional Licenses within 60 days of quote receipt
Contracling Officer.:Spot discounts are encouraged and may| t
level. Notwiths '

disputing:any qu

ote submitted to the Enrolled Affiliate and any.o

g the foregoing, nothing in this section pr

_compliance in accbrdancg{wi(h_}hgeg_g_nlrg_c’;t Disputes Act.(41-U.

jaled to the indeperident auditor's of the

e. Licensor shall be liable for any damages ari 0 to tl
e.verification engagement subject to the terms of

approved Microsoft pariner's performance of th
this MLA.

1 8 Gmger@en ¢ _Comn':uz-l-ity Cloud. _ e

“77 will apply:

a. Community requirements. When an Earolled Affiliate orders any Government
Community Cloud Services, the Enrolled Affiliate certifies that alf users in the
Enterprise are members of the Community and represents that all Enrolled
Affiliates in the Enterprise have agreed to use Govarmment Community Cloud
Services solely in their capaciies as members of the Community and for the
benefit of end users that are members of the Community. Use of Government
Community Cloud Services by an entity that is not a member of the Cormmunity
ar to provide services to non-Community membars Is stricly prohibited and could
result in termination of Governmant Partner's or an Enrolled Affiliate’s license(s)
for Government Community Cloud Services. Agency acknowledges that only
Community members may use Government Community Cloud Services,

i Allterms and conditions applicable to non-Government Community
Cloud Services alse spply to their corresponding Government
Community Cloud Services, except as otherwise noted in the Use Rights
and this MLA, :

ii.  Enrolied Affillale may not deploy or use Govemment Community Cloud
Services and comresponding non-Government Cammunity Cloud

.._-\Vhen the Envolied Affiliale orders Govermment Community Cloud Services, the following terms
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Services in the same domain,

li.  Any Enrolled Affiliate in the Enterprise that uses Government Community
Cloud Services must maintain its status as a member of the Community.
Maintaining status as a member of the Community is a material
requirement for such services,

b. Use Rights for Government Community Cloud Services. For Government
Community Cloud Services, notwithstanding anything to the contrary in the Use
Rights:

i. Govemment Community Cloud Services will be offered only within the United
States.

il.  Additional European Terms, as set forth in the Use Rights, will not apply.

ii.  References lo geographie areas in the Use Rights with respect fo the location of
Custamer Data at rest, as set forth in the Use Rights, refer only to the United States.

iv.  Allterms and conditions applicable o non-Gevemment Community Cloud Services
also apply to their corresponding Government Community Cloud Services, except
as otherwise noted herein,

v.  Enrolled Affiliate may not deploy or use Government Communily Cloud Services
and comesponding non-Government Community . Cloud: Services In the same
domain. Additionally, Ofice 365 US Government m '

Ihe same domain as other Government Community Cl

US.Govemnment strives to nofify customers in_adva
quires the administrator to take ‘action:to ke 8.s
normally.’Unless otherwise :noted, Microsoft wi
advanced notification: via:Message Center wh;
action. - Microsoft ‘agrees.to-apply service credit
incidents even if the DON. ajvi

vi.

c. Notwithstanding the Data Pracessing Terms section of the Oniline Services
Terms, Office 365 US Govemment Defense and Azure Government Services are
not sibject to the same control standards and frameworks as the Microsoft Azure

ore Services. The Compliance Trust Center Page describes the control

andards and frameworks with which Office 365 US Govemment Defense and

Azure Government Services comply. x

q:.i. Operational and ordering considerations for Office 365 US Govarnment
Defense. .

i Enrolled Afiiliate's Tenant administrator console (when avallable) will appear
to include more licenses than it has ordered and is entitled to, called
“reserved instances” which must be purchased in advance unless fiscal
policy allows otherwise; however, Enrolled Affiliate acknowladges and agrees
that it may only use the number of licenses it has ordered and that It must
order licenses far every User account it assigns under the Service.

fi.  Reserved Instances. Notwithstanding anything to the contrary in the
Enroliment and Product Terms, Licenses will be desmed "Reserved” for each
user (and thereby subject to a True-Up Order requirement in accordance with
the terms and conditions of the Enroliment), as of the day that User's account
is reserved, unless a License for each such User is ordered in advance.
Enrolled Affitiate in conjunction with the Government Partner are responsible
for keeping accurate records of the month each User is assigned to a User
account, and will provide such records to Microsoft with its True-Up orders.
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. Enrolled Afflliate acknowledges that (i) availabilily of its Office 365 US
Government Defense tenant may follow several weeks after its initial order,
and {il) the service components provided pursuant to its orders for "Sults”
SKUs such as E1, E3, £5 and other higher level services as thay may
become available as listed in the Office 365 Service Descriptions, may differ
from those companents available In similar suites avallable in other forms of
Office 365 Services.

v,  The parlies acknowledge that, as of the date this Agreement was executed,
the Office 365 ProPlus “click-to-run” (C2R) feature is not yet available in
Office 365 US Government Defense.

v.  Office 365 US Government strives to notify customers in advance of any
change that requires the administrator to take actien to keep the service
functioning normally. Unless otherwise noted, Microsoft will provide a
minimum of 30 days advanced notification via Message Center when an
update may require admin action. Microsoft agrees to apply service credits
to properly claimed downtime incidents even if the DON defays receiving
service updates,

17. Virus, Malicious, Mischievous or Destructive Programming

a. Microsoft warrants that it has established and,g'egt__z_iar}y put ?Blgcgp_ro?sgdures. in
conformity with applicable and the most current industry standards, to guard against the

inclusion of viruses, as defined helow, In any Product provided

‘virus” is defined as any computer codes, instruction data, or. !
whole or part disable, materially aller, or damage any software, da
herwise interfere with or. prevent use of a computy system lified by
Govermment Partner. in writing within ninety (80) days fram the inttlal delivery: (including -
~="inltial download) of a Product that Govemnment Partner or Enrolled Affiliate reasonably

 believes that the Product contalns a virus, and if Microsoft confirms the same, then
Microsoft will exercise reasanable’efforts to (1) correct the uct, and (2) provide any
resulting corrections to Government Partner/ Enrolled ‘Afflliate; without 'charge, as soon as
reasonable possible. If the foregoing options are not commercially reasonable Microsoft
will refund any amounts Government Pariner/Enrolied Affiliate’pald in advance for unused
or undistributed Product. Co

=If Government Partner/Enrolled Afiiliate fails to notify MicrasoR in writing within the ninety
~(90) day period described above, Government Partner/Enrolied Affiliate will be deemed fo
have accepted the Product and waived any claim for breach of this virug warranty. -The
forgoing does not apply to any user customizable featuras, or to any add-on features or
products that have not been provided by Microsoft including but not limited to items such
as macros, scripts, and custom programming or formatting features. The foregoing states
Microsoft's entire liabllity and Government Partner/Enrolled Affiliates remedy for any
breach described in this Section.

18. Temporary Use of Software During Timas of Conflict and/or Natural Disaster-

a. As part of Temporary Expeditionary Deployments {TEDs), during the term of this
Agreement, Enrolled Affiliate may temporarily deploy and install or use on, or access from
qualified desklops or servers, a reasonable number of on-premises Praducts in addition
to those previously licensed pursuant to this agreement at no additional cost ('"TED
Licenses”). TEDs are limited to deployments away from in-garrison lecations {any military
post or Federal government affice where froops or civilian government personnel are at a
permanent location), war games, exercises, real world conlingencies, and emergency
situations similar {o the iniliated domestic terrorist attacks of 19 April 1885 {i.e., the
Timothy McVeigh Terry Nichols perpetrated 'Oklahoma Gity Bombing' involving the Alfred
P. Murrah Federal Bultding'); the iniliated intarnational terrorist attacks, perpetrated on
American soil, on 9/11/2001; and finally, the national inclement weather natural disastérs
perpetrated by Hurricane(s) Katrina and Rita during the August and Seplember months of
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Calendar Year 2005, where temporary duty stations (TED's) and continuity of operations
(COOP) alternative venues or sites were needed, for a substantial period of time, due to
the destruction of U.S. government assets.

b. For licenses connacted to a DoD network server, on an semi-annual basis, Microsoft shali
provide an additional temporary license pool equal to the quantity of network verslons
purchased, which may be accessed during a TED event. For computers not connected to
a DoD network server, Microscft shall provide, on a quarierly basis, a pre-activated
temporary (ninety) 90 day single seat network license which can be copied for use on any
number of computers. After the TED, or six (6) calendar months, whichever is shorer
("Temporary Use Period”), unless a different time period is agreed to in wriling by
Microsoft, the Enrolled Afflliate will provide a written ceriification that the TED Licenses
have either been removed from service, or payment has been made under the applicable
Erroliment to purchase additional perpetuai licenses equal to the number of TED
Licenses not removed from service. Enrolled Afflliate agrees to use the TED Licenses in
accordance with the terms contained in this MLA.

¢. Inthe event of a natural disaster, Microseft may provide additional assistance or rights to
Enroiled Afiiliate than are set forth In this agreement by posting them on
hitp:/fwww.micrasoft.com at such time,

19, Product Key Activation.

The Govemnment Pariner shall provide step by step process msiructiuns, for all software key
activations, including Token Based Activation (TBA), Key Manageme_n _ervice {KMS), Multiple
Activation Key (MAK}, and Use Rights related to activation on'its webs structions must also
include the process for distribution and management of the keys, Iangt time required to
activate keys, scripl(s).or.code(s) required, delivery methods (1 e via: VLSC portal ard copy),
and key manage Wirac ‘ng'tools fur aII CLINs ae e Bl

20. Token Actwatton

Notwithstanding anylhlng to the contrary in'lhls agreement'urth Use -_Rights each Enraiied
Affiliate may aclivate Products that Government Pariner ordered ‘on behaif of Enrolled Affiliate(s)
under the Enroliment using a cryptographic licanse package, consisting of a token issuance
license and associated license files ("License Package?, issued for each Product to Gavernment
Partner an behalf.of each Enrolled Affillate or Enrollld Afﬁllale by Microsoft for the purpose of

using.all reasonable secunly measures, mcluding but not. IImIted to, encryption. access control
lists, and marking any associated certificates, tokens and files as non-exportable; (2) agrees that
“a fa!iure ta praperly secure the License Package will be considered a material breach of the BPA
and this agresment; and (3) acknowledges that each Enrolled Affitiate may be required to use a
new License Package for significant updates or releases of previously activated

Products. Micrasoft may provide direclly or indirectly thraugh Government Partner, instructfons fo
Enrolled Affillata(s) or Enrolled Affiliate(s) regarding the use of License Packages, and may
update such instruclions from time to time. All other provisions of this Agreement and the
applicable Use nghts rémain in full force and effect.

21. Multiple Activation Key (MAK) Activation.

Microsoft shall provide the quantity of MAK [keysj that equals ihe number of software licenses
Enrolled Affiliate purchased from the Government Partner. The specific product keys will be made
available through the VLSC site. Microsoft acknowledges that MAK activations in DoD tactical
environments may be repeated due to mulliple short-term deployments and will require additional
key quantities to conduct those misslons.

22, DoD Secure Host Baseh‘ne (SHB) (formerly known as DoD Unified Master Gold Disk (UMGD)
Distribution).
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Licensor grants to the DoD permission to reproduce and distribute a copy of the Validation
Authority (hereafter "licensed software") on the SHB to the Defense Information Systems Agency
{DISA) for hosting, distribution to and access and use by DoD Component agencies and the
Services (i.e. Enrolled Affiliates) who have an active license to use the ficensed software.

The SHB shall only be distributed by licensee andfor DISA under the following terms and
conditions:

a. The DoD Component agency and the Services receiving the SHB shall already have a current
and active license with the Licensar to use the licensed software;

b. the DoD Component agency and the Services shall have a "Unique License Key" provided by
Licensor solely to access the ficensed sofiware on the SHB for use only under the terms and
conditions of the DoD Component or Services license agreement with Licensor,;

¢. the DoD Component agency 2nd Services shall keep the "Unique License Key" confidential
and shall not provide it to any individual or enfity, inciuding but not limited tc other DoD
Component agency, Saervice or other DoD Department;

d. the DoD shall be solely responsible for all expenses incurred in the reproduction and
distribution of the licensed software on the SHB;

e. use of the licensed sofiware other than in connection Wiih the SHB and as provided in the
ficense agreement geverning the DoD Component or Ser\dcg is sirictly prohibited;

all icenses are appropriately ordered and paid for by the using agency.

g. contractors receiving the SHB may not use their cummercial licenses for:Microsoft Products
(defined as licenses procured under the contractor's Enterprise A t (EA)) to account

for any licansing requirement in this Section,’ The Enrolled Aﬂiiiat prouide and accaunt
for SHB licenseg o _yld

transfers if the appropriate FMS enraliments are used and that the’ recipient_of the Iicensed Produci(s)
hold valid licenses with active Software Assurance for the Microsoﬂ Product(s)

(ELAs). -

Icrusoﬂ permits the Special Access Program {SAPR) to use a common Microsoft Activation Key
“(MAK) to build a Windows 10 baseline image to deploy to computers managed by the SAP CIQ.,
Microsoft Products used on SAP computers will be licensed through Enterprise License Agreements
held by DoD Entities. The SAP CIO may aperaie these computers without connecting them to the
Internet or other Microscft activation servers, so the computers may remain in a "deferred activation”
state for the entire asset life-cycle. Microsoift agrees that it is accepiable to use a valid DaD MAK
code o craate the SAP disk image and load the software onto the SAP computers. DoD Entities
using Microsoft Products included in the image must be properly ficensed at all times,

25. Software Titles Incorporated by this License Agreement,

All software and online titles offered through Microsoft's Enterprise Agresment Volume License
Channels will be incorporated into the BPA and subject to this MLA whare applicable and any and all
other software or software tiflss which may be added through Micrasoft's in-house development or
corporate acquisition. it is the DoD's anticipation this agreement will cover any and all software
companies Microsoft may acquire in the future whose software is offered by Microsoft to the US
Federai Government.
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26. Software Asset Management & ISOQ-IEC 19770:2015 Seties.

27

28

28,

.

Microsoft will provide information about a product's compliance with 1SO 18770-2 and 1SO 197703
upon request. Any requirements regarding ISO standards for producls provided under any particular
Order must be expressly agreed to in such Order and included in the Enraliment.

Documents Incorporated By Reference.

If any document incorporated by reference into this MLA, including the Use Rights and terms
included and/or referenced or incorporated herein and/or therein {including third parly software
license agreaments), contains a provision (a) allowing for the automatic termination of your license
rights or Software Assurance services; (b) allowing for the automatic renewal of services and/or fees;
(¢} requiring the governing law to be anything other than Federal law; and/or (d) otherwise viclates
applicable Federal law, then, such terms shall nat apply with respect to the Federal Government. If
any document incorporated by reference into this MLA, including the Use Rights and terms included
and/or referenced or incorporated herein andfor thergin contains an indemnification pravision, such
pravision shall not apply as to the United States indemnifying Microsoft or any other party.

GFE Non-Poriable Computer Use Rights.

DoD has adopted a Telewarking Policy which implements the requirements of Section 359 of Public
Law No, 106-346 which requires each Executive Agency to establish a-policy under which eligible
employees of the agency may participate in Teleworking fo the maximum.extent possible without
diminished employee performance. Enrolled Affiliate shall have the right to grant to those persons
participating under the DaD Teleworking Palicy and who have been issued a G rermment Fumnished
Equipment (GFE) non-portable desktop in lieu of partable computer, the portable use rights under the
applicable Use Rights. The portable use rights will apply to such GEE deskto ‘a.portable
compuiter but not both,:Upon request fram Microsoft, the Enrolled Affillate will provide a written
detailing the number.of Enrolled Affiliate employees using portable use rights n.GFE!
polley.. i g e

portable computers under the Teleworking.

This secti oes not apply to O‘:r'lllneiéervi

Data Sharing/Transfer.

Data transfer is Baich Processing, Mulliplexing and Flat File Environments. The pariies agree that as

long as an authorized user/device is properly licensed in accordance with this Agresment, the

transfer, access, and manipulation of data or the sharing of data is unrestricted for authorized users
ssoclated.with the DoD missions. This agreement also provides for the abllity of authorized users to

cess data from any US-owned datacenter with data owner granted permission and any

"= appropriately licensed non-US owned dafacenters.

30.

This section does not apply to Online Services.

DoD Enterprise License Agresment.

The parties agree that in the spirit of cooperation, there may be an instance, during the course of this
BPA, where the DoD desires a DoD-Wide Microseft Enterprise Agreement. The parties agree to
engage in good faith discussions about implementing a mutually beneficial DoD-Wide Enterprise
Agreement, which could incorporate the terms contained in this agreement. These discussions may
also address issues such as legacy licenses and the accempanying support, right-sizing the
enterprise, and other issues. Microsoft makes no guarantees to honor any legacy pricing or
concessions in a Depariment wide Agreement. All pricing would be based on the License position of
the entrants, current price list pricing, and other items to be negotiated at time of Agreement
execution.

31. Federal Risk and Authorization Management Program (FedRAMP) and Depariment of

Defense Cloud Computing Security Requirements Guide (DoD CC SRG).
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32,

Microsoft will seek to secure and use commercially reascenable efforts to maintain, for the
term of any Order for Online Services, a provisional Authority to Operate (P-ATO) at the
relevant Federal Information Security Management Act (FISMA) Level required for the
Services ordered from the FedRAMP Joint Authorization Board {JAB) or Federai Agency and
a Level 5 DoD CC SRG accreditation from the Defense Informetion Systems Agency (DISA)
for the Azure Government Services that are listed at hitps://iwww.microsoft. comfen-
usfirustCenter/Compliance/default.aspx hitp:#/azure microsoft.cornfen-ys/support/iruss-
center/compliance/ and the Office 365 US Government Defense, but are not provided as
"Preview," 'Beta,” or other pre-release.

International Traffic in Arms Regulations (ITAR) Controls and Reguirements

if Enrolled Affiliate’s Customer Data includes ITAR-controlled data then the fallowing additional terms
and conditions will apply:

a. Enrolled Affiliate Prerequisites

i. Enrolied Affiliate is responsible for ensuring that the prerequisites established or required
by the ITAR are fulfilled prior to Intreducing ITAR-controlied data into the ITAR Covered
Services.

li. Enralled Affiliate acknowledges that the ITAR Covered Services ordered by Enrolled
Affillate under the Enrallment enable End Users optionally to access and use a variety of
additional resources, applications, or services that are (a) provided by third partles, or (b)
provided by Microsaft subject to their own terms of use or.privacy policies (collectively, for
convenience, “add-ons”), as described in services. documentation: and/er in the porial
through which Enrolled Affiliale’s adminjsirator(s) will manag ‘configure the ITAR
Covered Services. ’ el s fr T

ii. Enrolled; Affiliate-is-responsible for reviewing Onling S
- the.ITAR:Covered Services, and adopting and imple
~#zifor its End Users' use of ITAR Caovered Sérvices, together i
 Afilliate determines are appropriate:to comply with the ITAI
requirements applicable to Enrolled Affiliate and nc [
IT service provider.

iv. Enrolled Afiiliate acknowledges that only ITAR Covered Services will be daiivered subject
to the terms of this Amendment. Processing and storage of ITAR-controlled data in other
services, including without limitation add-ons, :is not :supported. . Without limiting the
egoing, data that Enrolled Affitiate elects to provide to the ‘Microscft technical support
organization, if any, or data pravided by or on behalf of Enrolled Afflliate to Microsoft's bifling
or commerce systems in connectlion with purchasing or ordering ITAR Coverad. Services,
if any, is not subject to the provisions of this Amendment. Customer is solely responsible
for ensuring that ITAR-controlled data is not inctuded in support information or support case
artifacts. -

b. Special Terms.
i ITAR Covered Seryjces.

The ITAR Covered Services are cloud services operated in a standardized manner with
features and processes common across multiple customers. As part of Enrolled Affiliate's
preparation to use the ITAR Covered Services for the storage, processing, or
transmission of ITAR-controlled data, Enrolled Affiliate should review applicable services
documentation. Enrolled Affillate’s compliance with the ITAR will be dependent, in par,
on Enrolled Affiliate’s configuration of the services and adoption and implementation of
policies and practices for its End Users’ use of ITAR Covered Services. Enrolied Affiliate
Is solely responsible for determining the appropriate policies and practices needed for
compliance with the ITAR.

li. Personne!
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Microsoft persannel and contractors authorized by Microsoft to access Customer Data
(that may Include ITAR-controlled data) in the ITAR Cavered Services will be limited to
U.5. persons, as that term is defined in the ITAR. Enrolled Affiliate may aiso authorize
Microseft personnel and contractors lo access its Customer Data. Enrolled Affiliate is
solely responsible for ensuring any such authorization is permissible under the [TAR,

Use of Subcontractors.

As set forth in the OST, Microsoft may hire subcontractors to provide services on its
behalf. Any such subcontractors used in delivery of the ITAR Covered Services will be
permitted to obtain Customer Data (that may include ITAR-controlled data) only to deliver
the ITAR Coverad Services Microsoft has retained them to provide and will be prohibited
from using Customer Data for any other purpose. Storage and processing of Customer
Data In the ITAR Covered Services is subject to Microsoft security controls, which are
documented in the OST and/or the System Securily Plan submilted as part of the ATO, at
all times and, to the extent subtontractor personnet perform services in connestion with
ITAR Covered Services, they are obligated to follow Microsoft's policies, including without
flimitation the geographic restriclions and cantrols selected by Customer in the
configuration of the ITAR Covered Services. Microsoft remains responsible for its
subcontractors' compliance with Microsoft's obligations.

iv. Notification. The Security incident handling process defined in the OST will apply to the

ITAR Covered Services. In addifion, the parties agree to the following:

mitigation,of a Security
information or

A. Enrolled Affiliate acknowledges that effective investigation or:
Incident invalving ITAR-controlled dala may be dependen
- services configuratiens within Enrolled Affillate’s control, -
ITAR:controlled data wili be a joint abligalion betwe oft and
_ rolled Affiliate. If-Enrolled Affiliale becomes aware of any urauthorized release of
~ITAR=conlrolled data to Microsoft or the use of a service other.than the |TAR Covered
=" Service to store, process, or transmit ITAR-controlled data,Enrolled Affiliate will*
promptiy notify Microsoft of suchevent and provide reaso ble assistance and
information necessary for Microsoft to investigate sport such event.

B. If, subsequent o notification ofa S ity Incident by Microsoft, Enrolled Affiliate
determines that ITAR-controlled data‘may.have been subject to unauthorized
-inspection or disclosure, it Is Enrolled Affiliate’s responsibility to nafify the appropriate
. authorities of such event, or to notify impacted individuals, if Enrolled Affiliate
- determines such netification is required under applicable law or regulation or Envolled
Affiliale’s internal policies. = o Co

» Ifeither party determines it is necessary or prudent to make a voluntary disclosure to
the Directorate of Defense Trade Controls regarding the treatment of ITAR-conlrolled
data in the Onfine Services, such party will work in good faith te notify the other party
of such voluntary disclesure prior to providing such voluntary disclosure. The parties
will work together in good faith in the development and raporting of any such
voluntary disclosure.

33. Miscellaneous.

a. Severability. If any provision in this agreement is found unenforceable, the balance of the

b.

agreement will remain in full force and eflect.

Management and Reporting. Enrolled Affiliate must provide and manage account details
e.g., contacts, orders, Licenses, sofiware downloads) on Microsoft's Volume Licensing
Service Center web site (or successor site) at:

https://www.microsoft. comflicensina/servicecanter. On the effective date of this agreement

- and any Enrollments, the contact(s} Enrolted Affiliate has identified for this purpose will be

provided access lo this sile and may assign additiona! users and condacts,

Waiver. Failure to enforce any provision of this agresment will not constitute a waiver. Any
waiver must be in writing and signed by the walving party.
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d. Assignment of Agreement. Enrolled Affillate may assign all its rights under this agreement
fo an Affiliate, but it must notify Micrasoft in writing of the assignment. Any other proposed
assignment under this agreement must be approved by the other party in writing. Any
assignment will not relieve the assigning party of its abligations under the assigned
agreement. Any attempled assignment without required approval will be veid.

e. Use of contractors. Microsoft may use contractors to support services but will be
rasponsible for their performance subject to the terms of this agreement.

f.  Survival. All provisions survive termination or expiration of this agreement except those
requiring performance only during the term of the agreement.

g. Privacy and Compliance with applicable Laws, privacy and security. Microsoft and
Enrolled Affitiate wilt sach comply with all applicable laws and regulations {including
applicable securty breach nolification law). However, Microsoft is not responsible for
compliance with any laws applicable to Enrolled Affiliate or Enrolied Afiliiate’s industry that is
hot also generally appiicable to information technology services providers,

h. Disputes. Any braach of thiz MLA, including Enrolled Affiliate’s obligations set forth hersin,
shail be handled in accordance with the Contracls Disputes Act (41 U.5.C. §§7101-71D9).

. Voluntary Product Accessibility Templates, Microsoft supports the government's
cobligation to provide accessible technologies to its citizens with disabliities as required by
Seclion 508 of the Rehabilitation Act of 1973, and its state law counterparts. The Voluntary
Product Accessibility Templates ("VPATs") for Products and the Microsof techniologies used
In providing the Online Services can be found at Microsoft's VPAT; Further information
regarding Microsoft's commitment to accessibility can be found a
hitps:/fenterprise. mlcrosoﬁ.ccmfen-uslindustneslgovernmanUsecleon
products/. B

-Sﬂﬁévpélé'-for-microsoft-

J. Shrink-wrap al ruugh Agreaments No provasuons of any rink- or any click-
through agreeir (or other similar form of agreement) that ‘may be. provided i
with any product{s) or services acquired under.this MLA'shall apply in place of‘orserveto™
modify any provision of this MLA, even if a user or authoﬁ;pq officer.of Enrolled Affitlate
purports to have affirmatively accepted such shﬂnk-wrap o click-through provisions. For the
avoidance of doubt and without limiting the foregoing, in the' ‘event of a conflict between any
such shrink-wrap or click-through provisions.(irespective of the products 'or services that such
provisions attach to) and any term or condition of this MLA, then the relevant term or condition
of these Microsoft License Terms and Conditions shall govern and supersede the purchase of
siieh product(s) or services io the extent of any such conflict, Alt acceptances of agreements
renewals shali be executed in writing.

Publicitymdvarlisamant. Microsoft must abtain the DoD approval pior to issuing an
advertisement, endorsement, or any other type of publicity identifying DoD as a customer.
This includes the use of any DoD trademark or logo.

I.  License Use Tarritories. The products licensed under this Agreement are for use on any
BaoD civillan or milltary installation or work site in the Continental United States (CONUS) or
outside the Continental Linlted States (OCONUS), regardiess of where software was
acqulred,

m. Net-Centricity. DoD is transforming the way information is managed to accelerate dacision-
making, improve joint war fighting and create intelligence advantages. To reach this “Net-
Ceniric” state, DoD must exploit advancing technologies that move the enterprise from an
application centric to a data-centric paradigm. DoD ESi Contractor partners are encouraged
to use the OSD NIl DCIO Net-Centric Checkldist, located at
http:iwww.defenselink mil/cioniildocs/NetCentric Checklist v2-1-3 .pdFto provide

infermation on the Net-Centic posture of their IT producis and services,

n. Choice of LawfVenue. This Agreement shall be governed by and construed in accordance
wilh the substantive laws of the United Slates Code, US Code of Federal Regulations,
Federal Acquisiion Regulations and Defense Federal Acquisition Regulation Supplement
(DFARS), without regard to pringiples of conflict of laws.
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0. Termination of Government Partner EA on behalf of Enrolled Afiliate. in the event of &
termination of an agreement betwean Licensor and Government Pariner during the term of
the Agreement, Licensor will conlinue to provide the products/services subject to the same
terms and conditions through a follow-on contract for the remaining period with an authorized
DoD ESI Reseller. DoD license grants or License rights that have been purchased and paid
for will be transferred to the new agreement and any remaining support/maintenance will be
{ransferred without any fees by the Licensor.

p. Section headings. All section and subsection headings used in this agieernent are for
conveniance only and shali not affect the interpretation of this agreement.

Licensor acknowledges and agrees to the terms and conditions of this Master License Agreement and
ihat these terms and conditions shall supersede and take precadence over the terms and conditions of

any attachment to the DON ESL BPA,

IN WITNESS WHEREQF, Licensor has executed and approved this Master License Agreement on

the date indicated below.

Licensee: Department of Navy

s /4 5|3)18

Licensor: Microzoft 'Co_rporatlon

los V27 201%

‘Sig ature

Siéﬁéiuré

Landa 4

Printed Name

Conrockiy 04 O e

Title

ith the power and authority to bind Licensor,

.Dul Authorized on bohaif of

!cropoﬂ Carporation

y:signing this Agreement, the person signing on behalf of Litéhsor certifies he/she has bee_h vested

Except for changes made by this Amendment, the Enroliment or Agreement identified above ramains
unchanged and in full force and effect. if there is any conflict between any provision in this Amendment
and any provision in the Enroliment or Agreement ldentified above, this Amendment shall contra!,

Microsoft internal Use Only:
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